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  EXECUTIVE OFFICE OF THE PRESIDENT 
PRESIDENT’S COUNCIL OF ADVISORS ON SCIENCE AND TECHNOLOGY 

WASHINGTON, D.C. 20502 
 

November 2016  
 
Dear Mr. President, 
 
Advanced biotechnology offers the promise of transforming the way the world produces food and porta-
ble fuels, protects the environment, and treats disease.1  The power of biotechnology has been growing 
at an exponential rate over the past several decades, driven by intense efforts in academia and the private 
sector aimed at both fundamental research and commercial applications.2  The United States is the clear 
world leader, but biotechnological knowledge and skills are broadly distributed across many developed 
and developing nations. 
 
While the ongoing growth of biotechnology is a great boon for society, it also holds serious potential for 
destructive use by both states and technically-competent individuals with access to modern laboratory 
facilities.3  As the security challenges evolve rapidly with technological advances, it is important that the 
Federal Government’s own thinking about how to protect the Nation keeps pace. 
 
Since 2001, the U.S. Government has spent billions of dollars annually to protect the Nation against 
both intentional biological attacks and emerging infectious diseases, and much has been accomplished.4 
But, molecular biologists, microbiologists, and virologists can look ahead and anticipate that the nature 
of biological threats will change substantially over the coming years—in ways both predictable and un-
predictable.  The U.S. Government’s past ways of thinking and organizing to meet biological threats 
need to change to reflect and address this rapidly-developing landscape. 
 
We, your President’s Council of Advisors on Science and Technology (PCAST), urge you to take imme-
diate action to ensure that the Nation has the ability to meet these challenges.  In this letter, we recom-
mend measures aimed at decreasing the probability and impact of a future biological attack against the 
United States.  Our recommendations are divided into actions with near-, medium-, and long-term goals. 
All of these actions should be undertaken now to ensure that the capabilities will be ready when needed.  
 
An important overarching observation is that there is significant overlap between some of the steps 
needed to protect the Nation from intentional biological attack and those needed to protect against natu-
ral outbreaks of new and emerging infectious diseases—including with respect to disease surveillance, 
response, and recovery.  We highlight potential synergies between efforts directed at these goals. 
 

I. Biotechnology and Biological Threats: The New Landscape 
 

The Federal Government’s approach to defending against intentional biological threats over the past two 
decades has centered around a list of "select agents,” consisting of a particularly dangerous subset of the 
known human and agricultural pathogens.  The Public Health Security and Bioterrorism Preparedness 
and Response Act of 2002, together with the Agricultural Bioterrorism Protection Act of 2002, require 
the Department of Health and Human Services (HHS) and the United States Department of Agriculture 
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(USDA), respectively, to establish and regulate lists of biological agents that have the potential to pose a 
severe threat to public health and safety (HHS) or animal and plant health and safety (USDA).5  The 
laws require HHS and USDA to periodically review, update, and publish these lists.  Together, the lists 
currently include about 60 pathogens, along with approximately 10 toxins.  The Government’s defensive 
research related to potential biological weapons has largely focused on these agents, and it has devel-
oped and stockpiled medical countermeasures (MCMs) for a subset of them.  In addition, Government-
funded research with the most dangerous of these agents receives special scrutiny if it could signifi-
cantly increase the risk that these agents would pose if misused, for example by increasing their viru-
lence, transmissibility, or ability to overcome vaccines or therapeutics.6 
 
These defensive efforts have been valuable and should be continued.  Yet their adequacy is increasingly 
challenged by advances in biotechnology.  
  
Advances in biotechnology  
 
Over the past decade, the scientific community has been developing increasingly sophisticated “second-
generation methods” for biological engineering, driven by applications such as fundamental research, 
improving human health, and enhancing agriculture.  
 
The first generation of biotechnology included such tasks as transferring a “recombinant” gene from one 
organism to another.  That approach has been used for such purposes as manufacturing large amounts of 
a therapeutic protein (e.g., insulin) in microorganisms, producing plants that are resistant to certain 
pests, creating mouse models of human diseases, and early efforts at gene therapy. 
 
While powerful, these technologies have had important limitations—for example, (1) the procedures for 
assembling recombinant genes were time-consuming; (2) the available regulatory-control sequences 
were limited; (3) targeting genetic modifications to specific locations in the genome of a living cell re-
quired complex procedures; and (4) delivering DNA to specific cell types was often challenging.  
 
Increasingly, however, biotechnologists have been finding ways to overcome these limitations, based on 
advances such as: 
 

• Massively parallel DNA synthesis. It is now possible to assemble large stretches of any desired 
DNA sequence, by synthesizing many thousands of short DNA fragments on microchips and us-
ing biochemical methods to assemble them together in the right order.  Using this approach, sci-
entists can readily create DNA molecules that encode scores of genes, or entire viruses. 

 
• Improved knowledge of gene regulation. Biologists are gaining much greater knowledge about 

the natural regulatory sequences that cause a gene to be expressed in particular cell types and un-
der particular conditions.  In addition, they are developing methods to create synthetic regulatory 
sequences that are activated by specific signals.  

 
• Genome-editing and -targeting technologies. The discovery that microbes have a natural sys-

tem, called CRISPR,7 that can target a protein to any desired DNA sequence has stimulated tre-
mendous activity in biotechnology.  Scientists quickly showed that the CRISPR system can be 
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adapted to work in the cells of many organisms—including humans, animals, and plants.  Scien-
tists can now cause virtually any DNA sequence of interest to be cut (genome cleavage), modi-
fied to a new sequence (genome editing), or bound by a regulatory protein (gene activation or 
repression).  Moreover, the process is rapid and efficient: genetic engineering that previously re-
quired many months or years can now be performed in days or weeks. 

 
• Gene delivery. After initial challenges with human gene therapy, there has been revived interest 

and growing success in using the approach to treat some rare genetic diseases.  The progress is 
due in part to steady improvements in vectors (such as viruses) for delivering genetic material to 
specific cell types.  

 
More broadly, biotechnologists are increasingly adopting an “engineering mindset”—thinking in terms 
of developing collections of modular parts that can be reliably assembled into working biological cir-
cuits that carry out desired behaviors.  More powerful and efficient methods for genetic engineering are 
increasingly a part of routine practice across the biotechnology enterprise. 
 
At the same time, basic, biomedical, and agricultural scientists are learning much about natural biologi-
cal circuits—including how pathogens hijack such circuits to cause disease in their hosts and how these 
circuits may be perturbed to treat diseases.  
  
Potential for intentional misuse  
 
The developments described above, and many others, hold great promise for medicine and agriculture in 
the coming decades. As is often the case with technology, they also harbor the potential for misuse. 
 
Relatively straightforward examples of misuse would include the modification of pathogens to over-
come existing immunity or to be resistant to available drugs.  Such possibilities are not far-fetched: (1) a 
research team reported in 2001 that insertion of a gene affecting the immune system into the mousepox 
virus—the rodent analog to the human smallpox virus—enabled the virus to kill mice that were immune 
to the normal virus;8 and (2) scientists have identified genetic changes in many highly virulent patho-
gens that confer resistance to first-line therapeutic drugs.9  Notably, such small modifications were feasi-
ble even with “first-generation” biotechnology methods.  
 
A more complex example would be to try to use CRISPR technology to create viruses that can cut, mod-
ify, repress, or activate a host gene so as to disrupt an important cellular function.  
 
While it is not hard to conceive of such ideas, it should be emphasized that creating a truly novel and 
effective pathogen is unlikely to be simple.  Effective pathogens typically have carefully tuned mecha-
nisms to solve a variety of biological challenges—including overcoming host defense systems and, for 
contagious organisms, spreading efficiently between hosts.  Despite these challenges, the risks are real 
and will only grow as biotechnology becomes more sophisticated in the years ahead.  
 
Importantly, biothreats differ in significant ways from nuclear or chemical threats in that the initial crea-
tion of biologically engineered organisms requires much more modest resources and smaller facilities 
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that cannot be readily distinguished from ordinary research labs. Work undertaken with malevolent in-
tent is thus harder to distinguish from work undertaken for benevolent purposes.  
 
A deliberate biological attack could also differ in important ways from a naturally-occurring disease out-
break or accidental release.  A well-executed intentional attack could, for example, begin with near-sim-
ultaneous release of a biological agent in multiple, geographically dispersed areas to reach the greatest 
number of individuals as quickly as possible; moroever, a pathogen might be deliberately modified to 
affect its spread or to be resistant to current preparedness and response capabilities.  
 
Implications for biodefense strategy 
 
PCAST focused on five key components that must be part of a comprehensive biodefense strategy: (1) 
scientific analysis of the scope of the problem; (2) intelligence gathering to detect activity by potential 
adversaries; (3) biosurveillance to detect the presence of biothreats; (4) development of effective medi-
cal countermeasures to protect against biothreats; and (5) leadership and organization. 
 
In view of the rapid advances in biotechnologies, a biodefense strategy must prepare not only for known 
biological agents, but also for a much wider array of novel and ever-changing biological threats that may 
be impossible to fully anticipate; moreover, even attacks involving known pathogens may not follow 
scenarios devised during the Cold War (e.g., an aerosol dispersion of anthrax spores) because biotech-
nologies may lead to new paths for dissemination.  
 
The first challenge is to maintain awareness and understanding of technological capabilities and their 
impact on offense and defense.  
 
Much responsibility to provide threat awareness and understanding lies with the Intelligence Community 
(IC)—through (1) scientific knowledge of what is possible and (2) identification of potential attackers 
and acquisition of a better understanding of their motivations, intentions, and capabilities.  The IC’s task 
is made more difficult by a number of factors, including an ever-expanding and ever-changing array of 
possible options for an adversary, the modest resources and abilities needed to use these technologies, 
and the small footprint that their laboratory use presents.   
 
In the best case, a biological attack would be prevented through enhanced threat awareness and deter-
rence and/or interdiction.  However, it is possible that a well-planned, well-executed attack might go un-
noticed for days or weeks.  The ability of the United States to escape serious consequences will depend 
on effective detection (biosurveillance), response (such as medical countermeasures), and recovery ca-
pabilities. 
 
The challenges are considerable.  Whereas biosurveillance in the past could focus primarily on a list of 
known biothreats, the challenge ahead will be to detect novel biothreats reliably (for example, by using 
technologies such as genome sequencing).  With respect to medical countermeasures, the challenge of 
being prepared for novel threats is even greater.  The research, development, clinical trials, and distribu-
tion planning required to develop vaccines or drugs against a specific infectious agent currently requires 
many years, often more than a decade.  As ongoing advances in biotechnology continue to add to risks 
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of misuse, it will be important to create new approaches for producing medical countermeasures much 
more rapidly. 
 
In formulating biodefense strategy, it is important to recognize that efforts to control biotechnological 
knowledge by imposing wide-ranging security classification will be neither effective, because scientific 
expertise is too widely disseminated across nations, nor desirable, because such restrictions are likely to 
interfere with fulfilling the promise of biotechnology for improving human health and welfare. Indeed, 
as discussed below, a vibrant and open scientific research community developing novel solutions will be 
a critical part of the Nation’s biodefense against both human-made and naturally-occurring pathogens. 
 
Finally, we note that it is critically important that the U.S. Government and the scientific community 
continue to discourage the development or use of biological weapons through all available means and 
channels. 
 
Naturally-occurring biological threats  
 
While it is essential to have an effective strategy for defense against deliberate biological threats, the 
Nation and the world will continue to face naturally-occurring infectious diseases. 
 
Over the past decade, the world has seen the increasing emergence of naturally-occurring infectious dis-
eases such as SARS, H1N1 influenza, MERS, Ebola hemorrhagic fever, and Zika fever.  These out-
breaks often reflect changes in hosts and environment such as urbanization, movement of people, and 
changes in the climate and land use, as well as ongoing evolution in the pathogens, including adaptations 
to growth in their non-human host organisms.  These natural outbreaks have been harmful to human life 
and have caused substantial economic disruption. 

 
Defense against intentional biological attack shares some key features with the defense against new and 
emerging naturally-occurring outbreaks—particularly, with respect to biosurveillance (both require simi-
lar capabilities to detect and monitor the spread of unanticipated organisms); need for medical counter-
measures (in both cases, effective vaccines and drugs may be lacking and would need to be developed 
more rapidly than currently possible); attention to logistics (where an outbreak could outpace the ability 
even to distribute stockpiles of existing medical countermeasures); consideration of the overall challenge 
of rapidly mobilizing public health resources, and the emergency response capabilities needed in the 
event that the functioning of public and private infrastructure is compromised by a large scale health cri-
sis. 
 
Accordingly, efforts to protect against new and emerging infectious diseases, which arise on a regular 
basis and represent a key medical and humanitarian threat, also provide a critical testing ground for ap-
proaches to detect and respond to potential deliberate biothreats. PCAST favors maximal coordination 
between biodefense efforts directed at deliberate and naturally-occurring threats.  

 
II. Organization of the Government’s Efforts 

 
The complexity of the effort necessary to prepare for and respond to possible attacks and/or naturally 
occurring disease outbreaks is considerable.  Preparation and response draws on resources, policies, and 
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programs of numerous Federal entities including the Departments of Agriculture, Defense, Justice, State, 
Homeland Security, and Health and Human Services; the Environmental Protection Agency; and various 
science-funding agencies.  Moreover, it depends on effective coordination among those agencies.  Re-
sponse planning demands substantial preparedness work in advance of a crisis (e.g., pandemic flu planning 
and medical countermeasure development) as well as work in direct response to a crisis (e.g., 2001 anthrax 
response, 2009 H1N1 influenza pandemic response, 2014 Ebola response, and ongoing Zika response).    
 
A number of White House studies and directives have addressed these issues—most notably Defense of 
United States Agriculture and Food (2004), Homeland Security Presidential Directive 10 (HSPD-10) 
National Policy for Biodefense (2004), National Strategy for Pandemic Influenza (2005), Medical Coun-
termeasures Against Weapons of Mass Destruction (2006), and National Strategy for Countering Bio-
logical Threats (2009)—but all are increasingly out of date, especially in light of ongoing rapid ad-
vances in biotechnology.  Among them, HSPD-10 endures as the framework for biodefense with the 
most concrete goals and objectives articulating government biodefense priorities.10  While HSPD-10 has 
explicit requirements for periodic review and for updates on progress to be provided to the White House, 
the last time its implementation was examined was in 2008.11  
 
Since 2001, the United States has invested billions of dollars and undertaken substantial work to prepare 
for and respond to deliberate biological attacks and natural disease outbreaks.  While the Nation has 
much to show for these efforts, PCAST believes that it is necessary to rethink the overall organizational 
structure for anticipating, preparing for, and responding to biological threats.  With respect to planning 
and preparation, many of the efforts have been distributed among individual departments and Federal 
agencies—sometimes without optimal coordination, mechanisms to evaluate progress, or adequate focus 
on and accountability for long-term strategic goals.  The Public Health Emergency Medical Counter-
measures Enterprise (PHEMCE) is an example of an interagency coordination structure that has ad-
dressed the development of medical countermeasures for naturally occurring and human-made biologi-
cal threats (as well as chemical, radiological, and nuclear threats). But there has been no adequate stand-
ing structure for coordination and oversight over the entire biodefense enterprise. PCAST met with 
White House officials who have responsibilities for biosecurity issues.  Practically all of them had to di-
vide their time among many other responsibilities, many of which have a day-to-day urgency that pre-
paring for potential future biological attacks does not. 
 
With respect to infectious disease outbreaks, there have been four unusually threatening, naturally oc-
curring, infectious disease outbreaks in the past decade (SARS, H1N1, Ebola, and Zika).  In each case, 
the President has had to designate a White House official to provide required oversight and coordination 
of the operational response.  For SARS, H1N1, and Zika, the efforts have been led by the Assistant to 
the President for Homeland Security and Counterterrorism (John Brennan in the first two cases, Lisa 
Monaco in the third case). In the case of Ebola, the President appointed a full-time White House coordi-
nator (Ron Klain).  Notably, Klain has recently written (based on his experience) that “the next President 
should put a coordinating unit together before an outbreak begins.”12 
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PCAST concludes that the current organizational structure will not ensure that the United States 
has the leadership that is necessary to anticipate, prepare for, and respond to the entire evolving 
landscape of biological threats enabled by the rapid advance of biotechnology.  A more robust lead-
ership and process is needed to (1) coordinate and oversee situational awareness of ongoing develop-
ments in the life sciences; (2) maintain institutional memory of lessons learned from past crises; (3) de-
vise, articulate, and maintain a national strategy to address the interconnected problems of defense 
against attack and response to disease outbreaks, especially in light of rapid advances in biotechnology; 
and (4) hold agencies, including the IC, accountable for progress under this strategy.  
  
PCAST recommends below an appropriate new White House-led interagency mechanism (Recom-
mendation 1).  This mechanism would not supplant lower-level existing entities that currently operate 
to harmonize department and agency activities in various specific aspects of biodefense (such as 
PHEMCE). Rather, with appropriate dedicated White House staff, the mechanism would facilitate White 
House leadership and coordination over, and the accountability of, the entire biodefense enterprise.13 
 

III. Threat Assessment 
 

In the course of this study, PCAST received briefings from and had conversations with many current 
and former members of the Intelligence Community.  Based on these discussions, PCAST has developed 
a set of recommendations that we believe would increase the effectiveness of that community in antici-
pating and preventing biological attack.  These recommendations concerning threat assessment are pre-
sented in the classified annex to this report. 
 

IV. Biosurveillance 
 

Biosurveillance has long been recognized as a critical component of an overarching biosecurity frame-
work for both natural disease outbreaks and intentional attacks with biological weapons.  In 1996, the 
White House released Presidential Decision Directive NSTC-7, Addressing the Threat of Emerging In-
fectious Disease, which focused on improving disease surveillance, prevention, and response for emerg-
ing infectious disease.  Following the anthrax attacks in 2001, and with the specter of an H5N1 pan-
demic influenza outbreak, the White House in 2004 established the President’s Bio-Surveillance Pro-
gram Initiative.  Subsequently, the White House has issued numerous directives and strategies to further 
enhance disease surveillance, detection, diagnosis, and reporting.   
 
In the 2004 HSPD-10 National Policy for Biodefense, the White House reinforced the need for a na-
tional bioawareness system to permit the recognition of a biological attack at the earliest possible mo-
ment.  In the 2007 HSPD-21 Public Health and Medical Preparedness, the White House formally de-
fined biosurveillance as “the process of active data-gathering with appropriate analysis and interpreta-
tion of biosphere data that might relate to disease activity and threats to human or animal health—
whether infectious, toxic, metabolic, or otherwise, and regardless of intentional or natural origin—in or-
der to achieve early warning of health threats, early detection of health events, and overall situational 
awareness of disease activity.”  This definition has guided PCAST’s analysis and recommendations in 
this report.  HSPD-21 directed the U.S. Government to develop a nationwide, robust, and integrated bio-
surveillance capability, with connections to international disease-surveillance systems, in order to pro-
vide early warning and ongoing characterization of disease outbreaks in near-real time.  
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A central element of the envisioned biosurveillance system was an epidemiologic-surveillance system to 
monitor human disease activity across populations.  That system would identify specific disease inci-
dence and prevalence in heterogeneous populations and environments and would possess sufficient flex-
ibility to tailor analyses to new syndromes and emerging diseases.  The 2009 Presidential Policy Di-
rective 2 (PPD-2), National Strategy for Countering Biological Threats, called specifically for govern-
ment biosurveillance to include integration with international health organizations.  In 2012 and 2013, 
the White House released two additional, complementary documents calling for specific biosurveillance 
actions, National Strategy for Biosurveillance14 and National Biosurveillance Science and Technology 
Roadmap,15 respectively.  The National Strategy for Biosurveillance calls for the Federal Government, 
acting across all levels of government (including state, territorial, tribal, and local) and with private sec-
tor partners, to: (1) integrate capabilities, including combining human, animal, and plant health data in 
what is now termed a “One Health” approach; (2) build capacity, including development and use of 
point-of-care diagnostics; (3) foster innovation, including new detection and health information ex-
change approaches; and (4) strengthen partnerships domestically and internationally.   
 
PCAST endorses the overall goals of past White House efforts on biosurveillance, including the more 
recent emphasis on “One Health.”  To be successful, national biosurveillance efforts must be well-coor-
dinated by the Federal Government.  Biosurveillance efforts at the Federal, state, and local levels should 
be compiled and examined, with redundant or ineffective efforts proposed for elimination.  Gaps in ca-
pability should be analyzed and addressed, including analysis of feasibility and resource requirements. 
 
PCAST itself has previously identified some focuses for improving the Nation’s biosurveillance capabil-
ities.  In its 2014 Report to the President on Combating Antibiotic Resistance, PCAST recommended 
strengthening state and local public health infrastructure for surveillance and response, together with es-
tablishing a national capability for pathogen surveillance based on genome analysis.16  PCAST also esti-
mated costs for the various components of each of these recommended steps.17  Most of those earlier 
recommendations are directly relevant to the broad purpose of protection against naturally occurring dis-
ease or intentional biological attack, and PCAST reiterates their importance here.  
 
Briefly, the Nation needs a robust national capability for surveillance of human, animal, and plant patho-
gens that integrates environmental, epidemiological, and clinical information with genomic sequence 
data and analysis on a routine basis.  The goal should be to obtain—through sampling strategies appro-
priate to different situations and tasks—sufficient genomic, environmental, clinical, and epidemiological 
data to be able to:   

• improve and accelerate the detection of biological pathogens—whether known organisms, new 
or emerging natural pathogens, or human-made agents—by monitoring relevant cases, including 
“fevers of unknown origin”; 
 

• provide an understanding of the genetic diversity of the pathogen causing the outbreak, which is 
important for faster initiation of vaccine development;  
 

• provide information about the origin and spread of an outbreak; and  
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• quickly determine whether and how any given organism has been engineered or modified, and 
with what plausible consequences. 

 
As noted in PCAST’s 2014 report, the capability should include: (1) a national laboratory network for 
pathogen surveillance, including strong efforts on genomic sequencing of pathogens based on the study 
of cultured clinical strains, as well as of DNA and RNA extracted directly from clinical samples (using 
the techniques of metagenomics); (2) a reference collection of genome sequences from diverse pathogen 
isolates and an appropriately accessible database; (3) development of appropriate computational meth-
ods and tools; and (4) surveillance efforts in diverse settings, including the human population and agri-
culture.  Because the clinical relevance of microbial isolates and sequences from a case of disease is 
sometimes not clear, surveillance programs should consider complementing a microbial sequencing ap-
proach with one that examines at the same time the detailed features of the host immune response; ge-
nomic technologies enable this latter approach, as well.  
 
PCAST notes that many of these objectives are being undertaken by the Centers for Disease Control and 
Prevention’s (CDC) Advanced Molecular Detection Program (AMD), which Congress first funded in 
2014.  By March 2016, AMD funds were supporting Next Generation Sequencing (NGS) capacity de-
velopment in 32 states, among other projects.18  PCAST supports the continuation and expansion of this 
program. To maximize its public health benefit, data generated by the program should be made promptly 
available to the scientific community, without delays for publication.  PCAST also recognizes the im-
portance of the National Animal Health Laboratory Network, overseen by the U.S. Department of Agri-
culture.19 
 
In addition to efforts within the United States, there is a need to dramatically strengthen international 
disease-surveillance efforts20 to (1) provide early warning about outbreaks of human disease, including 
through genomic analysis of cases including fevers of unknown origin; (2) bolster public-health capacity 
of other countries to assess their domestic outbreaks; (3) monitor zoonotic disease outbreaks, as well as 
important animal reservoirs where important zoonotic infectious disease agents reside, to predict future 
human disease threats; (4) maintain situational awareness during ongoing epidemics to facilitate re-
sponse; and (5) fulfill U.S. obligations under the International Health Regulations21 to assist other coun-
tries in developing the capacity to detect and respond to outbreaks of international concern.  In addition, 
efforts should be made to develop programs to address international biosurveillance in agriculture. 
 
Building on the work of the Global Health Security Agenda, the Federal Government should take active 
steps to ensure that such biosurveillance capabilities are widely available in both the United States and 
key countries around the globe.  Within the array of U.S. Government agencies involved in international 
disease surveillance, there should be two homes for this effort. The first is within the Global Disease De-
tection Centers within the CDC’s Global Disease Detection (GDD) program; among their other mis-
sions, these state-of-the-art regional centers detect and respond to emerging infectious diseases.22  The 
second is within the appropriate international facilities of the Department of Defense’s (DoD) Global 
Emerging Infections Surveillance and Response System (GEIS), for example the Naval Medical Re-
search Units, whose mission is to identify infectious disease threats of military and public-health im-
portance, in order to protect the health of the force.23  Some of the needed biosurveillance capacity can 
be built within existing laboratories, centers, and international partnerships.24 
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Strengthening the international biosurveillance system will also require addressing various international 
rules that affect sharing of biological samples and epidemiological and clinical data during outbreak sur-
veillance and response.  
 

VI. Medical Countermeasures 
 

Medical countermeasures (MCMs) are critical aspects of the response to biological agents, whether nat-
ural or human-made.  Here, we focus on two different kinds of MCMs: (1) measures such as vaccines 
and immunobiologicals, including antibodies, that provide immune protection against pathogens and (2) 
therapeutic drugs that kill or inhibit reproduction of pathogenic fungi, bacteria, or viruses (antimicrobi-
als: for bacteria, called antibiotics; for viruses, called antivirals).  
 
No other country has devoted as much government attention and investment to developing and deploy-
ing MCMs as the United States.  Despite this national effort, the development of MCMs against new bi-
ological agents presents considerable challenges.  While MCMs against some biological agents exist and 
are present in the Strategic National Stockpile, an intelligent and capable adversary may increasingly be 
able to employ biological agents for which MCMs do not currently exist or have not been stockpiled.  
 
The fundamental challenge is that developing MCMs against novel biological agents and producing suf-
ficient quantities of these MCMs currently takes far too long. 
 
In the most favorable case, a proven “recipe” exists for producing a vaccine against a biological agent. 
An example is the development of vaccines against strains of the influenza virus.  Pharmaceutical com-
panies each year produce a seasonal influenza vaccine based on the viral variants that an expert advisory 
committee to the Food and Drug Administration (FDA) concludes are likely to be circulating in the pop-
ulation during the coming flu season.25  The U.S. Government conducts significant work to prepare for 
potentially more severe influenza outbreaks by, for example, stockpiling vaccines against the dangerous 
strains H5N1 and H7N9, funding basic and applied research, and supporting vaccine and drug develop-
ment by private biotechnology and pharmaceutical companies.  Nonetheless, it is challenging for these 
efforts, as currently configured, to respond rapidly to surprises and emergencies. Even in the case of the 
2009 H1N1 influenza virus—an influenza strain for which considerable response architecture was al-
ready in place—the time between the declaration of an urgent need for a vaccine and the availability of 
the first, limited doses of vaccine was 26 weeks, which was 8 weeks after the start of the second wave of 
the pandemic in the United States.26  In less favorable cases, a vaccine developer may have to rely only 
on analogies to related agents or may have little or no direct precedent on which to draw, further delay-
ing the response. 
 
Despite recent improvements, analysis by U.S. Government agencies confirms that the pace of vaccine 
development and deployment remains too slow to materially affect the outcome of most plausible at-
tacks.27  
 
Developing therapeutics is even more challenging.  Such therapeutics are typically “small-molecule 
drugs,” each with its own properties.  The drug-development process involves designing a specific cellu-
lar assay to test whether a chemical inhibits an important function of the infectious agent; testing hun-
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dreds of thousands of chemicals to find a subset with the desired biological activity; modifying these ini-
tial hits to improve their potency, efficacy, and safety; studying the molecules in animals; undertaking 
human clinical trials; filing for regulatory approval; and scaling up manufacturing. All told, the process 
can take many years—and often more than a decade.  While continued traditional drug development 
against known infectious agents is critical, it is clear that it is not suitable for creating a truly novel drug 
on a rapid timescale for a novel biological agent.  
 
PCAST has previously prepared several reports with recommendations relevant to improved develop-
ment of MCMs. 
 

• The 2010 PCAST report Reengineering the Influenza Vaccine Production Enterprise to Meet the 
Challenges of Pandemic Influenza recommended a number of steps that could be taken over the 
coming decade to shorten the time required to provide influenza vaccine to the entire U.S. popu-
lation.   By moving fully to recombinant technology and optimizing the process, it should be pos-
sible to reduce the timeline for vaccine production to about 12 weeks.28  

 
• The 2012 PCAST report Propelling Innovation in Drug Discovery, Development, and Evalua-

tion examined a number of the issues that have slowed the development of therapeutic drugs, in-
cluding development of MCMs against emerging diseases.29  The recommendations in this report 
included scientific investments in improving the drug discovery process, provision of additional 
positive economic incentives to increase the pace of private sector drug discovery and develop-
ment, and changes in the regulatory processes by which drugs are approved for human use. 

 
• The 2014 PCAST report Combating Antibiotic Resistance addressed ways to increase the pace of 

development of new antibiotics.30  This report recommended a number of measures, including 
investment in new scientific approaches to antibiotic development, the establishment of a robust 
national infrastructure to support clinical trials with new antibiotics, increased economic incen-
tives for developing urgently needed antibiotics, and the development of new regulatory path-
ways to evaluate antibiotics. 

  
In addition to these PCAST efforts, a 2010 review of the Public Health Emergency Medical Counter-
measures Enterprise (PHEMCE) called for significant new investment in new public-private partner-
ships with pharmaceutical companies, in FDA regulatory science, and other initiatives.31 Some of these 
new investments have been put into place and have increased national response capabilities, but PCAST 
finds that further investment is needed, as discussed below. 
 
Going forward, it will be critical to focus increasingly on developing and refining platform technol-
ogies—that is, well-established, general approaches that can be reliably and rapidly applied to 
new pathogens by “dropping in” specific information about the organism.  Just as rapid advances 
in biotechnology have increased the risk of misuse by bad actors, they have expanded the tools 
available to protect the public. 
 
The most straightforward example of a technology platform is the current capability for developing in-
fluenza vaccines, whereby a virus can be rapidly sequenced, and specific protein antigens can be de-
signed directly from the genetic sequence of a viral strain, produced by recombinant DNA technologies 
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in existing scientific and manufacturing facilities, and formulated into safe and effective vaccines.  In 
the case of influenza vaccines, the main focus should be on shortening the time from initial detection to 
vaccine release to the public. 
 
It is critical, however, that capabilities to rapidly produce products that confer immune-based protection 
be: (1) broadened to include many more classes of biological agents, including those most likely to re-
quire countermeasures in the medium term; and (2) extended to include a wide range of existing and 
novel technological approaches. Examples of novel technological approaches include developing “uni-
versal” vaccines that provide protection against a wide range of variant strains of a pathogen,  using anti-
gens expressed by RNA and nucleic acid analogs to stimulate protective immunity against specific pro-
tein targets on a pathogen, and conferring short-term “passive” immunity via engineered antibodies and 
immune cells to provide rapid protection when natural immune responses are too slow or insufficient. 
 
The Federal Government should set the goal that, within 10 years, not more than 6 months will be re-
quired to design, develop, manufacture, clinically test, and license vaccines and antibodies against many 
types of pathogens.  This goal will require substantial progress in science, technology, and production. 
While recognizing that this goal is ambitious, PCAST believes that achieving it is an important objective 
for both response and deterrence.  For infectious organisms that might be reasonably anticipated to lead 
to sudden epidemic spread that could threaten the U.S. population or U.S. interests overseas, the United 
States should have pre-tested vaccine candidates through safety and immunogenicity studies in humans.  
A robust start for these initiatives, based on established technologies, is likely to cost at least $250 mil-
lion per year.  Substantial additional funding will be needed to test and develop novel technology plat-
forms with the potential for greater speed and reliability, such as new kinds of engineered antibodies and 
RNA-based vaccine delivery. 
 
Developing platform technologies to create therapeutics is even more challenging.  As noted above, the 
development of small-molecule drugs is tedious, slow, and idiosyncratic.  With a view toward the longer 
term, the Nation should launch now active research programs to develop entirely new kinds of technol-
ogy that can be reliably and rapidly “programmed” in a general manner to inhibit a pathogen of concern. 
(This example illustrates that the same emerging biotechnologies that may pose risks also have the po-
tential to provide the tools to develop new types of countermeasures.32) While developing such “over-
the-horizon” approaches represents an ambitious challenge, their potential generality makes them com-
pelling goals for biodefense against both natural and engineered pathogens.  
 
Scientific advances will need to be matched by ongoing advances in “regulatory science,” so that there 
are rapid paths for effective review and approval of new MCMs produced by platform technologies.  
The Food and Drug Administration has taken an important initial step with its MCM Initiative,33 
whereby a manufacturing process for a new vaccine that is near-identical to a previous manufacturing 
process can be rapidly approved.  
 

VII. Need for a Public Health Emergency Response Fund 
  
One common element in biodefense preparedness against deliberately deployed human-made biological 
agents and naturally-occurring infectious-disease outbreaks is the need to respond rapidly.  Despite the 
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reorganization of the Federal Government in the period following the September 11th terrorist attacks 
and the linkage of public health and preparedness, the Nation still lacks a sustainable, reliable way rap-
idly to fund a response to epidemic emergencies.   
 
Substantial funding is typically appropriated for epidemic response, but often only well into the course 
of the outbreak.  Eventually, Congress appropriated $7.7 billion for 2009 H1N1 influenza and $5.5 bil-
lion for Ebola.  But the delays can be long and can impede local and Federal action.  The Obama Ad-
ministration first requested emergency supplemental funding for the Zika response from Congress in 
February 2016, but Congress only appropriated the funds necessary to respond at the end of September, 
as part of the Continuing Resolution needed to prevent the U.S. Government from shutting down.34  
 
Clearly, the Nation needs a new approach to enable rapid public health response to disease-outbreak 
emergencies that does not require starting from scratch in each case.  The Disaster Relief Fund (DRF) 
for the Federal Emergency Management Agency (FEMA) provides a good model.  
 
The Stafford Emergency Relief and Disaster Assistance Act authorizes the President to issue declara-
tions for incidents ranging from destructive, large-scale disasters to more routine, less damaging events. 
Declarations trigger Federal assistance in the forms of various response and recovery programs to state, 
local, and tribal governments.  FEMA’s Disaster Relief Fund (DRF) is the primary funding source for 
disaster response and recovery.  Funds from the DRF are used to pay for ongoing recovery projects from 
disasters occurring in previous fiscal years, to meet current emergency requirements, and as a reserve to 
pay for unanticipated incidents.  The DRF is funded annually and is a “no-year” account, meaning that 
unused funds from the previous fiscal year (if available) are carried over to the next fiscal year.  In gen-
eral, when the balance of the DRF becomes low, Congress provides additional funding through both an-
nual and supplemental appropriations to replenish the account. 
 
The Federal Government provides significant funding to state and local governments each year for 
emergency and major disasters.  Even in years having relatively few major disasters, it is not uncommon 
for the Federal Government to annually appropriate between $2 billion and $6 billion to help pay for re-
covery projects.35  FEMA provides a monthly report on the DRF.  As of May 31, 2016, the total balance 
was $5.8 billion.36   
 
In PCAST’s judgment, a Public Health Emergency Response Fund is needed and should have a floor of 
$2 billion.37  This would allow mobilization of a large-scale Federal response to an acute infectious dis-
ease event, including public health interventions by the CDC, emergency response capabilities overseen 
by the HHS Assistant Secretary for Preparedness and Response (ASPR) or the Department of Agricul-
ture, scientific research by the Biomedical Advanced Research and Development Authority (BARDA) 
and the National Institutes of Health (NIH),38 regulatory activities by the Food and Drug Administration, 
and global response by the Department of Defense and the U.S. Agency for International Development. 
While this floor level is unlikely to fund an entire response to an infectious disease emergency, it would 
allow a rapid start of the response.  Such a fund should, analogously to FEMA’s Disaster Relief Fund, 
consist of funds that carry over across years and can be replenished by routine and emergency appropria-
tions. It is important to emphasize that these funds are for emergency response.  They would not take the 
place of ongoing—and, as called for in this report, increased—funding for scientific and medical re-
search and development for biothreat detection and countermeasures.  
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The availability of funds under the Public Health Emergency Response Fund should be contingent upon 
the express authorization of the President or the joint declaration of the Secretaries of HHS and DHS, to 
prevent drawing down the fund for routine operations.  
 

VIII. PCAST’s Recommendations 
 

PCAST divides its recommendations into actions aimed at near-, medium-, and long-term objectives.  In 
all cases, work should begin now to ensure that the various measures will be in place by the time the Na-
tion needs them.   
 
In addition to the recommendations below, PCAST has made recommendations pertaining to threat 
awareness in the classified annex to this letter report.  

 
Near-Term Recommendations 
 
RECOMMENDATION 1.  The President should create a new interagency entity charged with 
planning, coordination, and oversight of national biodefense activities across the Intelligence Com-
munity and the Departments of Defense (DoD), Homeland Security (DHS), Health and Human 
Services (HHS), and Agriculture. The entity should be co-led by the Assistant to the President for 
Homeland Security and Counterterrorism, the Assistant to the President for Science and Technol-
ogy, and the Chair of the Domestic Policy Council.  The entity should have senior-level representation 
from all of the indicated agencies, including from within HHS, the Centers for Disease Control and Pre-
vention (CDC), the Biomedical Advanced Research Projects Administration (BARDA), and the National 
Institutes of Health (NIH).  The entity should be charged with: 

a. Developing, within six months, a national biodefense strategy—including short-, medium-, and 
long-term components—to anticipate, prepare for, and respond to all issues that arise as biotech-
nology continues to advance; 

b. Preparing thereafter annual public updates (with a classified annex) to the President that describe 
progress toward achieving the strategy and update the strategy as necessary; 

c. Overseeing execution of the national biodefense strategy and holding agencies accountable for 
progress;  

d. Guiding requirements and taskings of the Intelligence Community (IC) and holding the IC ac-
countable for adequate collection and analysis of current and future biological threats to the 
United States and for other activities of the IC that might mitigate these threats; and 

e. Ensuring coordination of efforts against new and emerging infectious diseases, antibiotic re-
sistance, and intentional biothreats—including through the development of biosurveillance sys-
tems and the new medical-countermeasures.  
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RECOMMENDATION 2. The President should request that Congress establish a Public Health 
Emergency Response Fund of at least $2 billion.  The fund would support mobilization of rapid 
Federal responses to serious, rapidly emerging natural or intentional infectious-disease events, in-
cluding public health interventions (by CDC), scientific research (by BARDA and NIH), regula-
tory activities (by FDA), and global response (by DoD, CDC, and the U.S. Agency for Interna-
tional Development). 

a. The Emergency Response Fund should, analogously to Federal Emergency Management 
Agency’s (FEMA) Disaster Relief Fund, consist of funds that carry over across years and can be 
replenished by routine and emergency appropriations. 

b. Access to funds should be contingent upon the express authorization of the President or the joint 
agreement of the secretaries of HHS and DHS. 

 
 
Medium-Term Recommendations 
 
RECOMMENDATION 3. As part of its national biodefense strategy, the White House should act 
to substantially strengthen Federal, state and local public health infrastructure for disease surveil-
lance, as well as promote a stronger international system of disease surveillance.  The surveillance 
capacity should include: 

a. Laboratory networks in the United States and abroad with the capability for early detection and 
rapid monitoring of both human-made and natural emerging infectious agents in public health, 
agricultural, and wildlife settings.  

b. The ability to routinely and rapidly employ advanced biological tools—including rapid diagnos-
tic tests, large-scale genome sequencing and analysis, and new approaches to monitor the host 
immune system—for systematic evaluation of possible cases, including those presenting simply 
as “fevers of unknown origin” or “severe acute respiratory infections.” 

 
RECOMMENDATION 4.  The White House should set the following ambitious ten-year goals 
with appropriate funding (of at least $250 million per year) for medical countermeasures prepar-
edness. The Secretary of Health and Human Services and the Secretary of Defense  should report 
annually to the White House about progress and impediments to reaching these goals: 

a. For infectious organisms for which there exist effective approaches to creating vaccines, the 
United States should have the ability to accomplish, within a six-month period, the complete de-
velopment, manufacture, clinical testing, and licensure of a vaccine.  For pandemic influenza, the 
goal should be 3 to 4 months to vaccine deployment. 

b. For infectious organisms that might be reasonably anticipated to lead to sudden epidemic spread 
that could threaten the U.S. population or U.S. interests overseas, the United States should have 
pre-tested vaccine candidates through safety and immunogenicity studies. 
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RECOMMENDATION 5. The United States should set as a national priority the identification 
and development of additional classes of broad-spectrum antibiotic and antiviral drugs. Building 
on progress already made pursuant to the President’s Executive Order on Combating Antibiotic 
Resistant Bacteria, and the corresponding National Strategy and National Action Plan, the United 
States should fully implement PCAST’s recommendations from its 2014 report Combating Antibi-
otic Resistance related to antibiotic development, as well as the analogous strategies for antiviral 
development: 

a. Expand fundamental research relevant to developing antibiotics for human healthcare and other 
approaches to treating bacterial infections 

b. Establish a robust national infrastructure to support clinical trials of new antibiotics 
c. Strengthen and expand the dedicated existing regulatory efforts for MCMs and develop new reg-

ulatory pathways to evaluate urgently needed antibiotics; and  
d. Significantly increase economic incentives for developing urgently needed antibiotics. 

 
The United States should also support the development of platform technologies for rapid produc-
tion of therapeutics and preventative medicines (examples include specific immunobiologicals such 
as engineered antibodies, emerging nanomedicines that elicit specific and desired immune re-
sponses, and chemically modified nucleic acids with peptide adjuvants) to neutralize and block in-
fectious organisms of natural origin or agents of biological attack. 

 

Long-Term Recommendation 
 
RECOMMENDATION 6.  The Departments of Defense, Health and Human Services, and other 
government agencies should promote vigorous basic and applied research efforts in academic, in-
dustrial and government laboratories with the goal of developing new types of countermeasures. 
These countermeasures should be rapidly and easily modified to target, safely and effectively, spe-
cific human-made and naturally-occurring pathogens.  The delivery of approved countermeasures 
should be within days after the an agent’s detection and characterization.  

HHS and DoD should receive new funding of $75M per year for four years to lay the foundation of this 
initiative.  Funding for relevant agencies within HHS and DoD should then ramp up to a steady-state of 
at least $250M per year. 

Examples of such rapid countermeasures might include approaches that: target infectious agents based 
on their genomes; employ optimized and tested vectors to deliver other nucleic acid-based anti-pathogen 
approaches to a wide range of specific human cell types; activate the immune system against classes of 
pathogens; target host pathways required by pathogens; rely on antigens expressed by RNA and nucleic 
acid analogs to stimulate protective immunity against specific pathogen epitopes; or provide immunity 
via antibodies and immune cells engineered to recognize pathogen-specific epitopes. 
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